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Abstract

The rapid integration of solar photovoltaic (PV) generation, distributed energy resources,
and advanced communication infrastructures is transforming conventional power systems
into highly interconnected cyber—physical smart grids. Although this transition improves
sustainability and operational flexibility, it also increases grid-management complexity and
introduces cyber—physical vulnerabilities, including false data injection attacks, communi-
cation failures, equipment degradation, and renewable-induced operational instabilities.
This paper presents the Digital-Twin-Enabled Resilience Framework (DTERF), a conceptual
reference architecture for anomaly detection in high-PV cyber—physical smart grids. DTERF
integrates heterogeneous cyber—physical data acquisition, Digital Twin-based contextual
representation, machine-learning analytics, explainable decision support, adaptive opera-
tional response, continuous learning, and self-healing capabilities within a unified resilience
cycle. The framework is grounded in a structured review and comparative assessment of
contemporary machine-learning approaches and recent integrated smart-grid research. Its
architecture is conceptually evaluated through requirements-to-architecture traceability,
examining functional coverage and internal consistency across the complete operational
cycle. The analysis shows that DTERF provides explicit architectural mechanisms address-
ing the principal requirements identified in the literature, including contextual anomaly
analysis, interpretability, cybersecurity robustness, resilience support, and operational inte-
gration. Rather than proposing a new anomaly detection algorithm or claiming empirical
performance superiority, DTERF provides a technology-agnostic architectural foundation
for coordinating complementary capabilities required for resilient anomaly management.
Future work should empirically validate the framework using Digital Twin simulation envi-
ronments, representative high-PV distribution systems, cyber-physical anomaly scenarios,
and real or utility-derived operational data.

Keywords: digital twin; cyber—physical smart grids; machine learning; anomaly detection;
explainable artificial intelligence; self-healing smart grids; grid resilience
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1. Introduction

The global transition toward low-carbon energy systems has accelerated the deploy-
ment of smart grid technologies as a key enabler of sustainable electricity networks. Smart
grids combine advanced sensing, communication, automation, and control technologies
to support real-time monitoring, bidirectional power flows, distributed energy resources
(DERs), energy storage systems (ESS), demand response programs, and advanced metering
infrastructure (AMI) [1,2]. These capabilities are essential for enabling large-scale renew-
able energy integration, improving energy efficiency, and increasing operational flexibility
across modern power systems [3].

Among renewable technologies, solar photovoltaic (PV) generation has experienced
particularly rapid growth, driven by declining installation costs and increasingly ambitious
decarbonization policies. However, high penetration levels of inverter-based renewable
resources also introduce important operational challenges related to voltage regulation,
frequency stability, power quality, reverse power flows, protection coordination, and sys-
tem resilience. At the same time, the extensive digitalization of grid infrastructure has
transformed electricity networks into complex cyber—physical systems (CPS), in which
physical processes are tightly interconnected with communication networks, data analytics
platforms, and automated control mechanisms [4,5].

This convergence between renewable integration and digitalization improves ob-
servability, flexibility, and operational efficiency, but it also increases system complexity
and expands the range of possible disturbances. Cyber-attacks, communication failures,
equipment malfunctions, data corruption, renewable generation variability, and abnormal
operating conditions can compromise grid stability, reliability, and security [4,6]. Be-
cause of the strong interdependence between physical and cyber components, localized
disturbances may propagate across multiple layers of the system and potentially trigger
cascading failures or large-scale service disruptions.

Recent blackout events have further highlighted the importance of improving sit-
uational awareness and resilience in modern power systems. Examples include the
widespread outage that affected Chile in February 2025 and the major disturbance ex-
perienced across the Iberian Peninsula in April 2025 [7,8]. Although the technical causes
and operating conditions associated with these events differ, they illustrate the growing
complexity of electricity systems characterized by renewable integration, reduced system
inertia, distributed control, and cyber-physical interdependencies. These developments re-
inforce the need for monitoring and anomaly detection mechanisms capable of identifying
abnormal conditions before they evolve into severe operational events.

Traditional anomaly detection methods in power systems are generally based on
threshold rules, residual analysis, statistical monitoring, and model-driven techniques.
Although these approaches remain useful under well-defined and relatively stable oper-
ating conditions, they often struggle to identify subtle, nonlinear, and evolving anoma-
lies in dynamic smart grid environments characterized by distributed generation, vari-
able demand patterns, heterogeneous information sources, and high-dimensional data
streams [9]. Their dependence on predefined assumptions may also limit their ability to
adapt to previously unseen disturbances, coordinated cyber-attacks, or renewable-induced
operational deviations.

Machine learning (ML) has emerged as a promising alternative because it enables
complex system behavior to be learned directly from operational data. ML techniques can
identify multidimensional relationships, characterize normal operating patterns, and detect
deviations without relying exclusively on fixed rules or simplified physical models [10]. Su-
pervised, unsupervised, semi-supervised, and deep-learning approaches have been applied
to cyber intrusion detection, false data injection attacks, equipment degradation, abnor-
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mal load profiles, and renewable-induced instabilities [11]. In particular, autoencoders,
Long Short-Term Memory (LSTM) networks, Convolutional Neural Networks (CNNs),
and Graph Neural Networks (GNNSs) provide complementary capabilities for representing
the temporal, spatial, and topological dependencies inherent to modern power systems.

Despite these advances, several limitations continue to restrict the operational adop-
tion of ML-based anomaly detection. Most existing studies concentrate on improving
individual algorithms or evaluating predictive performance for specific anomaly classes,
datasets, or operating scenarios. As a result, machine-learning analytics, cybersecurity
mechanisms, renewable integration, explainability, operational response, and resilience are
frequently addressed as separate research problems. This fragmented perspective limits
the development of end-to-end architectures capable of connecting anomaly detection with
contextual interpretation, operational decision-making, mitigation, and system recovery in
high-PV cyber—physical smart grids. Practical limitations related to data quality, model in-
terpretability, scalability, cybersecurity robustness, and real-time deployment also continue
to hinder large-scale implementation [12].

A further limitation is that conventional ML pipelines generally process measurements
as isolated analytical inputs, without maintaining a continuously synchronized representa-
tion of the physical system and its operational context. Consequently, detected anomalies
may be difficult to distinguish from legitimate variations caused by renewable intermit-
tency, changing topology, asset conditions, or communication disturbances. Digital-twin
technologies provide an opportunity to address this limitation by maintaining an updated
virtual representation of the grid that connects heterogeneous observations with system
topology, operational constraints, asset status, and historical behavior. When integrated
with machine learning and explainable decision support, this representation can support a
more contextualized and resilience-oriented approach to anomaly detection.

To address these challenges, this paper introduces the Digital-Twin-Enabled Resilience
Framework (DTERF), a conceptual architecture for machine-learning-based anomaly de-
tection in high-PV cyber—-physical smart grids. Rather than proposing a new detection
algorithm, DTERF integrates heterogeneous data acquisition, digital-twin representation,
feature engineering, machine-learning analytics, explainable decision support, adaptive
operational response, continuous learning, and self-healing capabilities within a unified
resilience cycle. In this architecture, anomaly detection is not treated as an isolated classifi-
cation task, but as an enabling component of a broader operational process that supports
situational awareness, mitigation, recovery, and adaptation.

The framework is grounded in a structured analysis of current machine-learning
approaches and their suitability for resilient smart grid operation. This analysis is used
to identify complementary analytical capabilities, implementation limitations, and ar-
chitectural requirements that inform the design of DTERF. The resulting architecture is
conceptually evaluated through requirements-to-architecture traceability, examining its
functional coverage and internal consistency across the complete resilience cycle.

The main contributions of this study are summarized as follows:

*  The introduction of the Digital-Twin-Enabled Resilience Framework (DTERF), a con-
ceptual architecture that integrates digital-twin representation, machine-learning
analytics, explainable artificial intelligence, adaptive operational response, continuous
learning, and self-healing capabilities for high-PV cyber-physical smart grids.

* A structured analysis of machine-learning approaches for smart grid anomaly detec-
tion, classifying representative methods according to their learning paradigm, data
requirements, operational applicability, interpretability, scalability, and contribution to
resilient grid operation.
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¢  The definition of an end-to-end resilience cycle that connects heterogeneous data
acquisition, contextual system representation, anomaly detection, explainable decision
support, mitigation actions, recovery verification, and operational feedback.

*  The identification of implementation challenges and emerging research opportunities
involving trustworthy artificial intelligence, federated learning, edge intelligence,
autonomous grid operation, and resilient digital-twin technologies.

* A conceptual evaluation of DTERF based on requirements-to-architecture traceability,
assessing functional coverage and internal consistency between the requirements iden-
tified in the literature and the architectural mechanisms proposed by the framework.

The remainder of this paper is organized as follows. Section 2 reviews the evolution
of smart grids, the principal sources of cyber—physical anomalies, and machine-learning
approaches for anomaly detection. Section 3 presents the research methodology used
to develop and evaluate the proposed framework. Section 4 introduces the architecture
and functional layers of DTERF. Section 5 discusses representative application scenarios.
Section 6 examines implementation challenges and research implications. Finally, Section 7
presents the conclusions and future research directions.

2. Literature Review

The rapid expansion of renewable energy and the continuous digitalization of elec-
tricity networks have fundamentally reshaped the architecture and operation of modern
power systems. Contemporary smart grids extend beyond conventional electricity delivery
by integrating advanced sensing technologies, communication infrastructures, distributed
energy resources (DERs), energy storage systems (ESS), intelligent control mechanisms,
and data-driven decision support into a unified cyber—physical environment [13]. While
this transformation enhances operational flexibility, efficiency, and sustainability, it also
increases system complexity and introduces new operational vulnerabilities that challenge
traditional monitoring and protection strategies.

As smart grids evolve toward highly interconnected cyber—physical systems (CPS),
anomaly detection has become a fundamental capability for ensuring secure, reliable,
and resilient grid operation [14,15]. The growing penetration of renewable generation, par-
ticularly solar photovoltaic (PV) systems, further amplifies these challenges by introducing
greater operational variability and reducing the effectiveness of conventional model-based
monitoring approaches. Consequently, machine learning has emerged as one of the most
promising technologies for identifying abnormal operating conditions under increasingly
dynamic and data-intensive environments.

Rather than providing a descriptive survey of existing techniques, this section critically
reviews the current literature to identify the technological and architectural challenges that
motivate the proposed Digital-Twin-Enabled Resilience Framework (DTERF). The review
examines the impact of high PV penetration on smart grid operation, analyzes current
machine learning approaches for anomaly detection, and identifies the research gaps that
continue to hinder the deployment of resilient, explainable, and operationally integrated
anomaly detection solutions.

2.1. Smart Grids with High Solar PV Penetration

The global transition toward low-carbon electricity systems is driving a profound
transformation of conventional power networks. Traditional grids based on centralized
synchronous generation are progressively evolving into decentralized smart grids charac-
terized by extensive integration of distributed energy resources (DERs), advanced commu-
nication infrastructures, intelligent control systems, and energy storage technologies [1,3].
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This evolution has significantly improved operational flexibility while enabling greater
participation of renewable energy sources in electricity generation.

Among renewable technologies, solar photovoltaic (PV) generation has experienced
particularly rapid deployment due to declining installation costs, favorable regulatory poli-
cies, and ambitious decarbonization targets. As a result, high-PV penetration has become
a defining characteristic of modern distribution networks, contributing substantially to
the reduction of greenhouse gas emissions and the transition toward more sustainable
energy systems.

Despite these benefits, large-scale PV integration also introduces important opera-
tional challenges that directly affect grid reliability and resilience. High penetration levels
of inverter-based resources (IBRs) may cause voltage fluctuations, harmonic distortion,
reverse power flows, protection coordination issues, and reduced system inertia, partic-
ularly in distribution systems where local renewable generation may exceed consumer
demand [16-18]. These conditions increase the variability of system operating states and
complicate the distinction between normal renewable-induced fluctuations and genuine
anomalous events.

The simultaneous integration of advanced digital technologies—including Internet
of Things (IoT) devices, cloud computing, artificial intelligence (Al), edge computing,
and multi-agent control systems—has further increased the complexity of smart grid
operation [19]. Although these technologies significantly improve system observability,
forecasting accuracy, automation, and operational efficiency, they also create additional
cyber—physical dependencies and expand the range of potential failure mechanisms. Con-
sequently, disturbances may no longer originate exclusively from physical infrastructure
but can also emerge from communication failures, software faults, cybersecurity incidents,
or interactions among distributed intelligent components.

From a sustainability perspective, maintaining secure and reliable operation under
high renewable penetration is essential for achieving long-term decarbonization objectives.
However, accomplishing this objective requires monitoring strategies capable of adapting to
highly dynamic operating conditions while simultaneously considering both physical and
cyber dimensions of the grid. Therefore, anomaly detection should no longer be viewed
as an isolated monitoring function, but rather as a core capability supporting resilient,
adaptive, and self-healing smart grid operation. This evolving operational context provides
the foundation for the increasing adoption of machine learning techniques and motivates
the development of integrated resilience-oriented architectures such as the Digital-Twin-
Enabled Resilience Framework proposed in this study.

2.2. Sources of Anomalies in Cyber—Physical Smart Grids

Modern smart grids operate as complex cyber—physical systems (CPS), where physical
electrical infrastructure is continuously interconnected with communication networks, sens-
ing technologies, data analytics platforms, and automated control systems [5,20]. This close
interaction enables advanced monitoring and control capabilities but also creates multiple
pathways through which abnormal operating conditions can emerge and propagate across
the grid. Consequently, anomaly detection must simultaneously consider disturbances
originating from both physical processes and cyber infrastructure.

Physical anomalies encompass a wide range of events, including equipment failures,
transformer degradation, transmission and distribution line faults, voltage instability, fre-
quency deviations, and renewable generation intermittency. In smart grids with high solar
PV penetration, rapid fluctuations in solar irradiance, changing weather conditions, and dy-
namic load variations can produce operating states that differ significantly from traditional
power system behavior [3,21]. These conditions complicate the distinction between normal
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renewable-induced variability and genuinely anomalous events, increasing the need for
intelligent monitoring techniques capable of interpreting complex operational patterns.

Cyber-related anomalies originate from failures or malicious activities affecting the
digital infrastructure that supports grid operation. Representative threats include false data
injection (FDI) attacks, denial-of-service (DoS) attacks, malware infiltration, communication
failures, software vulnerabilities, and unauthorized access to critical infrastructure [4,22].
Owing to the strong interdependence between cyber and physical components, distur-
bances initiated within communication or information systems can rapidly propagate
to the physical layer, potentially triggering cascading failures, incorrect control actions,
equipment damage, or widespread service interruptions.

Beyond isolated physical or cyber events, modern smart grids are increasingly exposed
to hybrid cyber—physical anomalies in which failures occurring across multiple layers
interact simultaneously. For example, a communication disruption may compromise
measurement integrity during periods of high renewable generation, while a cyber-attack
targeting supervisory control systems may amplify the operational impact of naturally
occurring voltage or frequency disturbances. These coupled events substantially increase
operational uncertainty and challenge conventional monitoring approaches that analyze
physical and cyber domains independently.

The growing operational complexity of renewable-rich smart grids therefore requires
monitoring systems capable of detecting, contextualizing, and prioritizing anomalies across
heterogeneous data sources in real time. Rather than simply identifying abnormal mea-
surements, future monitoring architectures must support situational awareness by relating
detected anomalies to the current operational state of the grid and their potential impact
on system resilience.

The limitations of conventional rule-based and model-driven monitoring techniques
have consequently accelerated the adoption of data-driven approaches capable of identify-
ing complex, nonlinear, and evolving patterns within large-scale power system datasets.
Among these approaches, machine learning has emerged as one of the most promising
technologies due to its ability to learn representative operational behavior directly from
historical and real-time data while adapting to continuously changing grid conditions.
The following subsections review the principal machine learning paradigms currently
applied to anomaly detection and discuss their respective strengths, limitations, and appli-
cability to resilient cyber—physical smart grid operation.

2.3. Machine Learning Approaches for Anomaly Detection

Conventional anomaly detection in power systems has traditionally relied on
threshold-based alarms, statistical process control, state-estimation residual analysis,
and physics-based monitoring techniques. Although these methods remain effective for
identifying well-defined faults under relatively stable operating conditions, they often
struggle to detect subtle, nonlinear, and evolving anomalies in highly dynamic smart grid
environments characterized by distributed generation, renewable intermittency, and het-
erogeneous data sources [9].

The increasing availability of high-resolution measurements from phasor measure-
ment units (PMUs), supervisory control and data acquisition (SCADA) systems, smart
meters, and distributed sensing infrastructures has accelerated the adoption of machine
learning (ML) for anomaly detection. Unlike conventional rule-based approaches, ML algo-
rithms learn representative operational patterns directly from historical and real-time data,
enabling them to adapt to changing system conditions and identify anomalies that would
otherwise remain undetected [23]. Depending on data availability and operational require-
ments, current research has explored supervised, unsupervised, semi-supervised, and deep
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learning paradigms, each offering distinct advantages and limitations for cyber—physical
smart grid applications.

2.3.1. Supervised Learning

Supervised learning algorithms are trained using labeled datasets containing examples
of both normal and anomalous operating conditions. Representative techniques include
Support Vector Machines (SVM), Random Forests (RF), Artificial Neural Networks (ANNSs),
and Extreme Gradient Boosting (XGBoost) [24]. These methods have demonstrated strong
performance in detecting known cyber-attacks, equipment faults, and abnormal load behav-
iors, particularly when comprehensive and representative training datasets are available.

The primary strength of supervised learning lies in its ability to achieve high classifica-
tion accuracy for previously observed anomaly classes. However, its performance depends
heavily on the availability of labeled datasets, which are often scarce in operational power
systems due to the rarity of anomalous events and the high cost of expert annotation. Con-
sequently, supervised models generally exhibit limited capability to recognize previously
unseen anomalies or novel attack strategies [25].

2.3.2. Unsupervised Learning

Unsupervised learning techniques detect anomalies without requiring labeled training
data. Instead, these methods characterize the normal operating behavior of the system and
identify observations that deviate significantly from learned patterns [26]. This characteris-
tic makes them particularly attractive for operational environments where anomaly labels
are incomplete, unavailable, or continuously evolving.

Representative unsupervised techniques include K-Means clustering, Isolation Forests,
and autoencoders. Isolation Forests identify anomalous observations by recursively parti-
tioning the feature space, whereas autoencoders learn compact representations of normal
operating conditions and detect anomalies through elevated reconstruction errors. Be-
cause these approaches do not rely on predefined anomaly categories, they are well suited
for identifying emerging faults, unknown attack patterns, and unexpected operational
disturbances in renewable-rich smart grids.

2.3.3. Semi-Supervised Learning

Semi-supervised learning combines a relatively small amount of labeled data with
substantially larger collections of unlabeled observations. In smart grid applications, these
models are commonly trained using normal operational data and subsequently identify
anomalous conditions as deviations from the learned representation of normal system
behavior [25].

Since abnormal events occur infrequently during routine grid operation, semi-
supervised learning represents an effective compromise between supervised and unsu-
pervised approaches. Recent studies have reported promising results in equipment fault
diagnosis, intrusion detection, and cyber-physical anomaly detection, particularly in sce-
narios where obtaining comprehensive labeled datasets is impractical.

2.3.4. Deep Learning Architectures

The temporal, spatial, and topological characteristics of modern smart grid data have
driven the increasing adoption of deep learning architectures capable of extracting hierar-
chical feature representations from large-scale datasets [11]. These models are particularly
effective in capturing complex nonlinear relationships that cannot easily be represented
using conventional machine learning algorithms.

Long Short-Term Memory (LSTM) networks are extensively used for modeling se-
quential measurements such as voltage, frequency, and power flow time series. Convo-
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lutional Neural Networks (CNNs) efficiently capture spatial correlations within multidi-
mensional monitoring data, while Graph Neural Networks (GNNs) explicitly exploit grid
topology to identify localized disturbances and cascading failures across interconnected
electrical networks.

Although deep learning models frequently outperform traditional machine learning
techniques in complex anomaly detection scenarios—including coordinated cyber-attacks,
renewable-induced instabilities, and large-scale cyber—physical disturbances—their practi-
cal deployment remains constrained by substantial computational requirements, increased
training data demands, and limited model interpretability [27]. These limitations have
motivated growing interest in hybrid approaches that balance predictive performance with
operational transparency.

Table 1 summarizes representative machine learning approaches currently applied
to anomaly detection in smart grids. The comparison illustrates that no single technique
simultaneously maximizes predictive performance, interpretability, scalability, computa-
tional efficiency, and robustness. While deep learning architectures such as LSTM networks
and GNNSs generally achieve superior performance in complex cyber—physical environ-
ments, traditional machine learning algorithms remain attractive because of their lower
computational requirements, faster deployment, and greater interpretability. More recently,
research has increasingly shifted toward hybrid, physics-informed, and explainable ma-
chine learning approaches that seek to combine the predictive capabilities of advanced
learning algorithms with domain knowledge and operational transparency.

Table 1. Comparison of Representative ML Approaches for Smart Grid Anomaly Detection.

Approach Application Advantages Limitations
Hieh accuracy and good Requires labeled datasets and
Random Forest Fault detection 8 acy & limited generalization to
interpretability

unseen events

SVM

Intrusion detection

Effective in high-dimensional
feature spaces

Sensitive to parameter tuning and
computationally expensive at scale

Isolation Forest

Unknown anomaly

Unsupervised and scalable

Limited temporal awareness

detection
Autoencoders FDI detection Detects unseen anorpahes Limited explainability
through reconstruction error
. . o Capt t 1d denci . .
LSTM Time-series monitoring aptures temporal dependencies High computational cost
effectively
CNN Pattern recognition Automatic feature extraction Requires large datasets
. I i ivi . .
GNN Topology-aware detection neorporates grid connectivity Complex implementation

information

Physics-Informed Models

Cyber—physical anomaly
detection

Improved robustness and
physical consistency

Requires domain expertise

Overall, the literature demonstrates that machine learning has significantly advanced

anomaly detection capabilities in smart grids. Nevertheless, existing approaches predomi-
nantly optimize the analytical performance of individual models rather than addressing
how these models should be integrated into a comprehensive operational architecture
capable of supporting real-time decision-making, resilience enhancement, adaptive re-
sponse, and self-healing grid operation. This observation motivates the need for broader
resilience-oriented frameworks that combine complementary machine learning techniques
with contextual system representation and operational decision support.

https:/ /doi.org/10.3390/su18178724


https://doi.org/10.3390/su18178724

Sustainability 2026, 18, 8724

9 of 31

2.4. Challenges and Research Gaps

Despite the substantial progress achieved in machine-learning-based anomaly detec-
tion, several technical and operational challenges continue to hinder its large-scale adoption
in real-world smart grids. These challenges extend beyond predictive accuracy and include
data quality and availability, scalability, real-time processing, interpretability, cybersecurity,
model robustness, and integration with operational decision-making processes [9,12,23].

One of the most persistent limitations concerns the availability and representative-
ness of data. Many anomaly detection models are trained and evaluated using simulated
systems, laboratory testbeds, synthetic attack scenarios, or controlled benchmark datasets.
Although these resources have supported algorithm development and comparative exper-
imentation, they do not fully reproduce the uncertainty, heterogeneity, evolving operat-
ing conditions, and complex cyber—physical interactions observed in operational power
systems [9,24]. Moreover, anomalous events are inherently infrequent compared with
normal operating conditions, resulting in highly imbalanced datasets. This imbalance com-
plicates model training, reduces generalization capability, and may increase false-positive
and false-negative rates during deployment.

Scalability and real-time implementation represent additional barriers. Contempo-
rary smart grids continuously generate large volumes of heterogeneous information from
phasor measurement units, SCADA systems, smart meters, intelligent electronic devices,
distributed energy resources, photovoltaic installations, and communication infrastructures.
Processing these high-dimensional and multimodal data streams with sufficiently low la-
tency requires architectures capable of combining distributed computation, cloud services,
edge intelligence, and adaptive data management [1,12,13]. Although recent studies high-
light the role of 10T, cloud, and edge computing in strengthening anomaly detection, their
coordinated implementation in operational smart grids remains technically demanding.

Model interpretability also constitutes a critical obstacle to practical adoption. Deep
learning architectures can identify complex temporal, spatial, and multimodal patterns,
but their internal reasoning is frequently difficult for operators to understand [11,27].
In safety-critical infrastructures, an anomaly alert is operationally useful only when
decision-makers can understand its probable origin, affected assets, level of confidence,
and potential consequences. Consequently, anomaly detection systems must move beyond
opaque classification outputs and provide interpretable evidence that supports human
supervision and accountable operational action. However, explainability remains insuffi-
ciently integrated into end-to-end smart grid monitoring and response architectures.

Cybersecurity introduces a further layer of complexity. Smart grid infrastructures are
exposed to false data injection, data manipulation, communication disruption, malware,
coordinated cyberattacks, and cascading failures capable of propagating between cyber and
physical components [4,6,20,22]. Machine learning models may themselves become attack
targets through adversarial inputs, data poisoning, model manipulation, or corrupted
training data. Therefore, future anomaly detection systems must protect not only the
underlying electrical and communication infrastructures but also the integrity, robustness,
and trustworthiness of the analytical models used to support operational decisions.

These challenges are intensified in grids with high solar photovoltaic penetration.
Large-scale PV integration introduces voltage variations, reverse power flows, frequency
instability, reduced effective inertia, forecasting uncertainty, and increased sensitivity to
rapidly changing environmental conditions [16-18]. Although intelligent technologies and
machine learning can improve renewable forecasting, grid management, and predictive
decision-making, most studies address these functions separately rather than as compo-
nents of an integrated resilience process [2,3,10,19]. Consequently, abnormal operating
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conditions caused by renewable variability may be difficult to distinguish from equipment
failures, communication anomalies, or deliberate cyberattacks.

Beyond these technical limitations, the literature reveals a broader architectural gap.
Existing research frequently concentrates on individual algorithms, isolated anomaly cat-
egories, specific datasets, or narrowly defined operational functions. Machine-learning-
based detection, cyber—physical security, renewable integration, grid digitalization, re-
silience assessment, and autonomous response are commonly developed as parallel re-
search streams, even though they are strongly interdependent in practical smart grid
operation [5,14,21]. This fragmentation provides limited guidance regarding how hetero-
geneous data acquisition, contextual system representation, intelligent analytics, operator
interpretation, mitigation, recovery, and continuous learning should be coordinated within
a unified operational architecture.

Digital and virtual representations of grid assets provide a promising mechanism
for reducing this fragmentation. Digitized grid environments and virtual microgrid
representations can improve system visibility, contextual analysis, and service-quality
diagnosis [21,28]. Nevertheless, their integration with machine-learning-based anomaly
detection, explainable decision support, resilience-oriented control, and closed-loop adapta-
tion remains insufficiently developed. In many studies, anomaly detection continues to be
treated as an isolated analytical function rather than as one stage of a broader cyber—physical
resilience cycle involving detection, interpretation, response, recovery, and system adaptation.

Recent studies have begun to reduce this fragmentation by combining virtual system
representations, cyber—physical monitoring, machine-learning analytics, and resilience
mechanisms [5,14,21,28]. These developments represent an important transition toward
more integrated smart grid architectures. However, the reviewed literature also shows
that these capabilities are generally addressed with different scopes and levels of integra-
tion, particularly regarding their connection with anomaly detection, explainable decision
support, adaptive operational response, recovery, and continuous learning [14,21,28].

Accordingly, the contribution of DTERF does not lie in introducing Digital Twins,
machine learning, or explainable artificial intelligence individually, nor in claiming their
first combined use for anomaly detection. Its contribution is the organization of these
complementary capabilities within a resilience-oriented reference architecture specifically
conceived for high-PV cyber—physical smart grids. DTERF therefore emphasizes the end-to-
end coordination of heterogeneous data acquisition, Digital Twin-based contextualization,
anomaly analytics, explainable decision support, adaptive response, recovery, and opera-
tional feedback.

Table 2 synthesizes the principal research directions identified in the reviewed litera-
ture and compares their dominant contributions with the integrated capabilities required
for resilient anomaly management in high-PV cyber—physical smart grids. The comparison
does not imply that the cited studies pursue identical objectives. Instead, it illustrates how
the relevant technological capabilities remain distributed across separate bodies of research.

As shown in Table 2, the reviewed literature provides substantial contributions within
each individual research direction. Machine-learning studies offer increasingly sophis-
ticated detection mechanisms; cybersecurity research characterizes threats and attack
propagation; renewable-energy studies examine the operational consequences of high PV
penetration; digitalization initiatives improve system representation; and resilience re-
search emphasizes the capacity to withstand, recover from, and adapt to disruptive events.
However, these capabilities remain unevenly represented across the reviewed research
directions, particularly when considering their coordination within an end-to-end resilience
cycle for high-PV cyber—physical smart grids.
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Table 2. Comparison of representative research directions and their coverage of capabilities required
for resilient anomaly management in high-PV cyber-physical smart grids.

s ML Cyber-Physical High-PV Virtual Resilience Closed-Loop

Research Direction . . References
Analytics Context Focus Representation = Focus Response

Machine-learning v Partial Partial - Partial - [9,23,25,26]
anomaly detection
DeeP and . v Partial Partial - Partial - [11,27]
spatiotemporal learning
Cyberattack detection v - - Partial Partial [4,6,20,22,24]
and smart grid security
Renewable integration . . . .
and high-PV operation Partial Partial v - Partial Partial [2,3,16-19]
G.rld dlgltahzatlon. and Partial v Partial v Partial Partial [1,13,21]
virtual representation
Cyber—physical Partial v Partial Partial v Partial [5,14]
resilience
Proposed DTERF v v v v v v This work

A further limitation concerns the lack of standardized evaluation methodologies,
representative benchmark datasets, and common architectural reference models. This situa-
tion restricts reproducibility, complicates objective comparison across studies, and slows
the transfer of research results into operational smart grid environments [9,23,24]. Fu-
ture research must therefore move beyond isolated improvements in detection accuracy
and address the coordination of data acquisition, cyber—physical context, intelligent an-
alytics, explainable decision support, adaptive intervention, recovery, and continuous
system feedback.

The challenges and gaps identified in this review motivate the Digital-Twin-Enabled
Resilience Framework (DTERF) proposed in this study. DTERF does not introduce another
anomaly detection algorithm. Instead, it addresses the architectural fragmentation observed
in the literature by integrating heterogeneous cyber—physical data, Digital Twin-based
contextual representation, machine-learning analytics, explainable artificial intelligence,
resilience-oriented decision support, adaptive response, self-healing, and continuous learn-
ing within a unified operational cycle. This integrated perspective is intended to bridge
the gap between advances in anomaly detection research and the practical requirements of
resilient, sustainable, and operationally deployable high-PV smart grids.

3. Research Methodology

This study adopts a design-oriented conceptual research methodology to develop the
Digital-Twin-Enabled Resilience Framework (DTERF) for machine-learning-based anomaly
detection in high-PV cyber—physical smart grids. Rather than proposing, implementing,
or benchmarking a specific machine learning algorithm, the objective is to synthesize cur-
rent knowledge in anomaly detection and resilience engineering into a unified conceptual
architecture that supports intelligent, explainable, and adaptive smart grid operation.

The methodological approach combines a structured literature review with compar-
ative analysis and conceptual framework design. Existing studies were systematically
analyzed to identify current capabilities, implementation challenges, and architectural
limitations associated with machine-learning-based anomaly detection in renewable-rich
cyber—physical power systems. These findings were subsequently integrated into the
design of DTEREF, a resilience-oriented framework intended to bridge the gap between
individual analytical techniques and their operational deployment in modern smart grids.

The research process consists of four sequential stages: (i) literature identification
and knowledge synthesis, (ii) comparative assessment of machine learning approaches,
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(iif) DTERF development, and (iv) qualitative conceptual evaluation. Figure 1 summarizes
the methodological workflow adopted in this study.

[ Literature Identification )
L and Selection )
( \L R
Knowledge
Synthesis
N\ J
' \l, Y
Comparative Assessment
L of ML Approaches ]
( \L R
DTERF
L Design )
( \L R
Conceptual
L Evaluation )

Figure 1. Research methodology adopted for the development of the Digital-Twin-Enabled Resilience
Framework (DTERF).

3.1. Literature Identification and Knowledge Synthesis

The first stage consisted of a structured review of the scientific literature addressing
anomaly detection in cyber-physical smart grids. The objective was not to produce a
bibliometric analysis, but rather to identify the principal technological developments,
architectural trends, implementation challenges, and research gaps that characterize the
current state of the field.

The review focused on peer-reviewed journal articles and conference proceedings
covering one or more of the following research topics:

*  Machine learning and deep learning for anomaly detection;

*  Cyber—physical security and resilient smart grid operation;

¢ High solar photovoltaic (PV) penetration and inverter-based resources;

¢  Digital Twin technologies for power systems;

e  Explainable Artificial Intelligence (XAI), physics-informed learning, and resilience
engineering.

The selected studies were examined to identify common architectural components,
machine learning paradigms, operational capabilities, reported benefits, implementation
limitations, and emerging research directions. Rather than evaluating individual algorithms
in isolation, the review emphasized how these complementary research areas collectively
contribute to the development of integrated anomaly detection architectures. The resulting
knowledge synthesis established the conceptual foundation for the design of DTERF.

The literature search focused primarily on recent peer-reviewed studies published
between 2023 and 2025 (ref. Table 2), reflecting the rapid evolution of machine learning,
Digital Twin technologies, explainable artificial intelligence, and cyber-physical smart grids.
Earlier publications were also retained when they provided foundational concepts, widely
adopted methodologies, or essential background on smart grid operation, cyber—physical
systems, and anomaly detection. Rather than aiming for exhaustive bibliographic coverage,
the review prioritized studies that contributed to the analytical, architectural, resilience,
and operational dimensions required for the development of DTERF.

3.2. Comparative Assessment of Machine Learning Approaches

Following the literature review, representative machine learning approaches were
comparatively analyzed according to characteristics that directly influence their applica-

https:/ /doi.org/10.3390/su18178724


https://doi.org/10.3390/su18178724

Sustainability 2026, 18, 8724

13 of 31

bility to operational smart grids. The comparison considered each technique’s learning
paradigm, data requirements, scalability, interpretability, computational complexity, opera-
tional maturity, and suitability for cyber—physical anomaly detection.

The assessment included four broad categories:

. Supervised learning methods;

. Unsupervised learning methods;

. Deep learning architectures;

¢ Hybrid and physics-informed approaches.

Rather than identifying a single superior technique, this comparative analysis sought
to determine how the complementary strengths of different learning paradigms could be
integrated within a unified resilience-oriented architecture. The results therefore served as
architectural design inputs rather than as a conventional algorithmic performance comparison.

3.3. Development of the Digital-Twin-Enabled Resilience Framework (DTERF)

The third stage consisted of developing the Digital-Twin-Enabled Resilience Frame-
work (DTERF). The framework was derived directly from the knowledge synthesized
during the literature review and the comparative assessment of existing machine
learning approaches.

Instead of defining a fixed analytical pipeline, DTERF was conceived as a conceptual
reference architecture that coordinates heterogeneous data acquisition, digital-twin repre-
sentation, feature engineering, machine learning analytics, explainable decision support,
adaptive operational response, continuous monitoring, and self-healing mechanisms within
a single resilience-oriented operational cycle.

The framework was specifically designed to address the principal limitations identified
throughout the literature, including fragmented analytical workflows, heterogeneous data
sources, limited model interpretability, cybersecurity concerns, scalability requirements,
and the increasing operational complexity introduced by high PV penetration. By inte-
grating these complementary dimensions, DTERF provides a conceptual foundation for
resilient anomaly detection in renewable-rich cyber—physical smart grids.

3.4. Conceptual Evaluation

Because DTEREF is proposed as a conceptual framework rather than an implemented
software platform, its evaluation is qualitative rather than experimental. The objective of
this stage is therefore to assess whether the proposed architecture addresses the principal
technical and operational requirements consistently identified throughout the literature.

The conceptual evaluation was conducted through a requirements-to-architecture
traceability assessment. First, the technical and operational requirements identified through
the literature review in Section 2 were consolidated into seven evaluation dimensions:
anomaly detection capability, scalability, interpretability, cybersecurity robustness, re-
silience support, operational applicability, and architectural integration. Second, each
dimension was mapped to the functional components of DTERF described in Section 4,
examining whether the architecture provides an explicit mechanism for addressing the cor-
responding requirement. Third, the consistency of these mechanisms was examined across
the complete operational sequence, from heterogeneous data acquisition and Digital Twin
contextualization to anomaly detection, explainable decision support, adaptive response,
and operational feedback.

The assessment therefore considers three aspects of architectural soundness: functional
coverage, traceability, and internal consistency. Functional coverage examines whether the
principal requirements identified in the literature are represented within DTERF. Trace-
ability examines whether these requirements can be associated with specific architectural
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components and responsibilities. Internal consistency examines whether the interactions
among these components form a coherent closed-loop resilience process.

The scenarios presented in Section 5 are used as conceptual walkthroughs to illus-
trate how these architectural responsibilities interact under representative cyber, physical,
and cyber—physical anomaly conditions. These scenarios are not considered experimental
validation and therefore do not provide evidence of quantitative performance or superiority
over existing architectures.

Accordingly, the conceptual evaluation supports conclusions regarding the functional
coverage, traceability, and internal coherence of DTERE. It does not establish detection
accuracy, computational performance, real-time feasibility, or operational superiority. These
properties require future implementation and empirical validation using representative
grid datasets, test systems, and Digital Twin simulation environments.

4. Digital-Twin-Enabled Resilience Framework (DTERF)

The literature reviewed in the previous sections demonstrates that machine learn-
ing has substantially improved anomaly detection capabilities in cyber—physical smart
grids. However, most existing studies focus on individual analytical components—such
as anomaly detection algorithms, cybersecurity mechanisms, digital twins, explainable
artificial intelligence, or resilience strategies—rather than on how these technologies can
be integrated into a coherent operational architecture. As a result, current solutions often
provide high analytical performance while offering limited guidance for their deployment
within the increasingly complex operational environment of renewable-rich power systems.

This limitation becomes particularly evident in smart grids with high solar photo-
voltaic (PV) penetration, where renewable intermittency, reduced system inertia, hetero-
geneous sensing infrastructures, and cyber-physical interactions continuously reshape
system behavior. Under these conditions, effective anomaly detection requires considerably
more than accurate prediction models. It demands an architecture capable of continuously
integrating heterogeneous information, maintaining situational awareness, supporting
explainable operational decisions, and coordinating adaptive response mechanisms that
enhance overall grid resilience.

To address these challenges, this study proposes the Digital-Twin-Enabled Resilience
Framework (DTERF), a conceptual reference architecture that integrates digital-twin tech-
nology, machine learning, explainable artificial intelligence (XAlI), resilience engineering,
and self-healing concepts into a unified operational framework. Rather than introducing
a new anomaly detection algorithm, DTERF defines how complementary technologies
can be orchestrated to support intelligent monitoring, contextual anomaly interpretation,
adaptive decision-making, and continuous operational improvement within renewable-rich
cyber—physical smart grids.

The central premise of DTERF is that anomaly detection should be viewed as a con-
tinuous resilience process rather than as an isolated analytical task. Within this process,
a Digital Twin maintains a synchronized virtual representation of the physical grid by
continuously integrating operational measurements, environmental conditions, asset infor-
mation, and cybersecurity events. Machine learning models analyze this contextualized
representation to identify anomalous operating conditions, while explainable decision-
support mechanisms provide interpretable recommendations that assist grid operators in
selecting appropriate mitigation strategies. The outcomes of these operational decisions
subsequently feed back into the Digital Twin, allowing the framework to continuously
refine its knowledge and support system resilience through an adaptive learning cycle.

Figure 2 illustrates the overall conceptual architecture of the proposed Digital-Twin-
Enabled Resilience Framework.
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Figure 2. Closed-loop conceptual architecture of the proposed Digital-Twin-Enabled Resilience
Framework (DTERF).

As illustrated in Figure 2, DTEREF is organized as a closed-loop operational architec-
ture that integrates data acquisition, contextual system representation, intelligent analytics,
explainable decision support, adaptive response, and continuous learning. Unlike conven-
tional anomaly detection pipelines that terminate once an anomaly has been identified,
DTEREF establishes a continuous operational feedback cycle in which every detected event
contributes to updating both the analytical models and the Digital Twin. This feedback
mechanism enables the framework to progressively update its representation of the physical
system in response to changing operating conditions.

For clarity, Figure 2 groups the analytical workflow into a single context-aware an-
alytics layer, whereas Table 3 describes its internal functional components—including
processing and feature engineering, machine-learning analytics, and anomaly detection—in
greater detail.

The information and decision flow represented in Figure 2 follows a closed-loop
sequence. The Digital Twin provides the analytical layers with a contextualized system
state comprising synchronized measurements, grid topology, asset status, environmental
conditions, operational constraints, and relevant cybersecurity information. The machine-
learning analytics layer processes this representation and produces model-specific outputs
such as anomaly scores, predicted classes, confidence indicators, and the identification of
potentially affected variables or assets. These outputs, together with the corresponding
Digital Twin context, are passed to the explainable decision-support layer, which translates
them into operator-oriented information concerning the probable origin, severity, affected
components, confidence, and potential operational consequences of the detected anomaly.

Based on this contextualized interpretation, the adaptive-response layer determines
the appropriate response according to the event type, severity, confidence, and current grid
state. The resulting mitigation or recovery action and its observed operational outcome
are subsequently returned to the Digital Twin. This feedback updates the system state and
operational memory and provides information for outcome evaluation, model retraining,
threshold adjustment, or decision-rule refinement when appropriate. Consequently, infor-
mation flows forward from system observation to detection, interpretation, and response,
while operational outcomes flow backward through the feedback mechanism to support
subsequent monitoring and adaptation.

The framework combines operational, electrical, environmental, asset, and cybersecu-
rity information within a unified digital representation of the smart grid. This integrated
view allows machine learning algorithms to evaluate anomalies within their operational
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context instead of relying solely on isolated measurements. Furthermore, by incorporating
explainable artificial intelligence and resilience-oriented operational strategies, DTERF
facilitates both automated analytical processing and human-centered decision support,
providing operators with contextual information for anomaly interpretation and mitiga-
tion decisions.

Another distinguishing characteristic of DTERF is its modular architecture. Each func-
tional layer can incorporate different machine learning paradigms—including supervised,
unsupervised, deep learning, hybrid, or physics-informed models—according to the opera-
tional characteristics, computational resources, and data availability of a particular deployment
scenario. Consequently, the framework is intended as a technology-agnostic architectural
reference rather than as a platform dependent on any specific learning algorithm.

The principal functional layers that compose DTERF are summarized in Table 3.

Table 3. Functional Layers of the Digital-Twin-Enabled Resilience Framework (DTERF).

Layer

Primary Function Representative Components

Cyber—Physical Data Sources

Acquisition and synchronization of
heterogeneous operational information
from the physical and cyber domains.

AMI, SCADA, PMUs, DER telemetry,
weather services, cybersecurity logs.

Digital Twin

Dynamic virtual representation of the smart
grid that maintains contextual awareness of
assets and operating conditions.

Grid state, asset models, topology,
operational context.

Processing and Feature Engineering  and transformation of heterogeneous data

Preparation, synchronization, Data cleaning, normalization,

) ) . synchronization, feature extraction.
into meaningful analytical features.

Machine-Learning Analytics

Execution of predictive models for anomaly
detection and operational intelligence.

Random Forest, SVM, Isolation Forest,
Autoencoders, LSTM, CNN, GNN.

Anomaly Detection

Identification, characterization,
and prioritization of abnormal operational
conditions.

Alerts, anomaly scores, reconstruction errors,
confidence indicators.

Explainable Decision Support

Interpretation of detected anomalies and
recommendation of mitigation strategies.

XAl, dashboards, root-cause analysis,
risk assessment.

Adaptive Response

Selection and execution of operational
actions to mitigate detected anomalies and
enhance resilience.

DER coordination, network reconfiguration,
protection actions, predictive maintenance.

Incorporation of operational feedback to

Model retraining, knowledge updating,

Continuous Learning

continuously improve analytical models

. . resilien timization.
and the Digital Twin. estence optimizatio

The following subsections describe each functional layer in detail and explain how
their interaction enables DTERF to provide an integrated, explainable, and resilience-
oriented architecture for anomaly detection in high-PV cyber—physical smart grids.

4.1. Cyber—Physical Data Layer

The Cyber-Physical Data Layer constitutes the foundation of the Digital-Twin-Enabled
Resilience Framework (DTERF), providing the heterogeneous information required to
maintain an accurate and continuously updated representation of the smart grid. Unlike
conventional monitoring architectures that rely primarily on electrical measurements,
DTERF adopts a holistic perspective by integrating operational, environmental, asset,
and cybersecurity information originating from multiple interconnected sources. This
comprehensive data acquisition strategy enables the framework to capture not only the
electrical behavior of the grid but also the contextual factors that influence system resilience
and anomaly propagation.
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Because high-PV smart grids operate as tightly coupled cyber—physical systems, ab-
normal conditions frequently emerge from the interaction of multiple domains rather
than from a single isolated event. Consequently, DTERF considers heterogeneous data
acquisition as a prerequisite for contextual anomaly detection, allowing machine learning
models to evaluate system behavior within its complete operational environment instead
of analyzing individual measurements independently.

The principal data sources incorporated into the framework include:

* Advanced Metering Infrastructure (AMI): Provides high-resolution measurements
of electricity consumption, voltage, current, power quality, and customer demand
profiles. These measurements contribute to the detection of abnormal consumption
patterns, localized disturbances, and demand-side anomalies.

¢ Supervisory Control and Data Acquisition (SCADA): Supplies supervisory monitoring
information from transmission and distribution networks, including equipment status,
operational commands, switching events, alarms, and control signals. SCADA data
provide the operational context necessary for understanding system-wide behavior.

*  Phasor Measurement Units (PMUs): Deliver synchronized phasor measurements
with high temporal resolution, enabling real-time monitoring of voltage angles, fre-
quency variations, oscillatory behavior, and dynamic grid stability. PMUs significantly
enhance situational awareness during fast-changing operating conditions.

¢  Distributed Energy Resources (DERs): Provide operational information from pho-
tovoltaic systems, battery energy storage systems, inverter-based resources, electric
vehicles, and microgrids. These data are particularly important in high-PV environ-
ments, where renewable intermittency introduces substantial operational variability.

*  Cybersecurity Monitoring Platforms: Collect network traffic statistics, authen-
tication logs, intrusion detection alerts, communication performance indicators,
and other cybersecurity events. Integrating cyber information enables DTERF to
identify anomalies originating from malicious activities as well as failures affecting
communication infrastructures.

e  Environmental and Weather Information: Includes solar irradiance, ambient temper-
ature, wind speed, cloud coverage, and other meteorological variables that directly
influence renewable generation and grid operating conditions. Incorporating envi-
ronmental information provides contextual information for distinguishing expected
renewable variability from abnormal system behavior.

The heterogeneous information acquired from these sources is continuously synchro-
nized before being incorporated into the Digital Twin. Rather than treating each data
stream independently, DTERF establishes a unified cyber—physical representation in which
electrical measurements, operational events, environmental conditions, and cybersecurity
observations are analyzed together. This integrated perspective enables richer contextual
awareness, facilitating the identification of complex anomalies that may emerge from
interactions across multiple system layers.

By providing a comprehensive and continuously updated representation of the opera-
tional environment, the Cyber-Physical Data Layer establishes the information foundation
upon which the remaining components of DTERF operate. The synchronized data are
subsequently transferred to the Digital Twin, where they are contextualized, processed,
and transformed into the analytical inputs required for machine learning, explainable
decision support, adaptive response, and continuous resilience enhancement.

4.2. Digital Twin and Data Processing Layer

The Digital Twin constitutes the core integration component of DTERF, serving as the
virtual representation through which heterogeneous information from the Cyber—Physical
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Data Layer is transformed into contextual operational knowledge. Unlike conventional
monitoring architectures that treat data repositories as passive storage mechanisms, the Dig-
ital Twin continuously synchronizes physical assets, operational conditions, environmental
variables, and cybersecurity events to maintain an up-to-date representation of the smart
grid throughout its operating lifecycle.

Within DTERE, the Digital Twin fulfills three complementary roles. First, it integrates
heterogeneous information originating from multiple sensing and monitoring platforms
into a coherent representation of the current system state. Second, it preserves contextual
knowledge regarding network topology, asset conditions, renewable generation levels,
operational constraints, historical events, and cyber—physical dependencies. Third, it
provides a common analytical environment that enables machine learning models to
evaluate anomalies within their operational context, thereby maintaining consistency
between physical processes and the digital infrastructure that supports grid operation.

By maintaining this synchronized virtual representation, the Digital Twin extends
anomaly detection beyond the identification of abnormal measurements. Instead, detected
events can be interpreted according to their location within the network, their relationship
with surrounding operating conditions, and their potential impact on system resilience.
Consequently, the Digital Twin provides the contextual awareness required to support
explainable and operationally meaningful anomaly detection.

Before analytical processing, the heterogeneous information acquired from the Cyber—
Physical Data Layer undergoes a series of preprocessing operations designed to improve
data quality, consistency, and interoperability. Typical preprocessing activities include:

e Data cleaning and validation;

*  Missing-value detection and imputation;

*  Noise filtering and outlier removal;

¢  Time synchronization across heterogeneous data sources;
e Data normalization and feature scaling.

Within DTEREF, these operations define a common preprocessing sequence for hetero-
geneous data streams. Incoming measurements are first validated and cleaned, after which
missing or corrupted observations are identified and treated. Noise filtering is then ap-
plied when required, followed by temporal alignment of measurements originating from
sources with different sampling rates. Finally, normalization and feature scaling prepare the
synchronized observations for feature engineering and machine-learning analysis. The spe-
cific techniques and parameter values used at each stage remain deployment-dependent,
since DTERF defines the required processing functions rather than prescribing a particular
software implementation.

These preprocessing operations ensure that measurements originating from differ-
ent sensing technologies can be consistently integrated despite differences in sampling
frequency, communication latency, data quality, and measurement precision. Such har-
monization is particularly important in renewable-rich smart grids, where heterogeneous
sensing infrastructures continuously generate high-volume, multi-rate data streams.

Synchronization within DTEREF is therefore based on temporal alignment and contex-
tual association rather than on the assumption that all data sources operate at identical
sampling rates. Each observation is associated with its acquisition time, source, and corre-
sponding grid or cyber asset before being incorporated into the Digital Twin. The synchro-
nized observations can then be fused according to their common temporal and operational
context, allowing electrical measurements, DER telemetry, environmental variables, asset
information, and cybersecurity events to contribute to a consistent representation of the
current grid state. The required synchronization interval is not fixed by the framework and
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should be selected according to the dynamics, communication constraints, and monitoring
requirements of each deployment.

DTEREF also supports a distributed edge—cloud processing model. Time-critical and
computationally lightweight functions can be executed at the edge, close to the correspond-
ing sensing or control infrastructure. These functions may include initial data validation,
filtering, normalization, feature extraction, and lightweight anomaly screening. The cloud
or centralized computational environment maintains the global Digital Twin representa-
tion and supports functions requiring broader system context or greater computational
capacity, including multi-source data fusion, global-state analysis, computationally inten-
sive machine-learning models, historical analysis, model training, and Digital Twin-based
simulation. Only the information required by the global analytical process needs to be prop-
agated from the edge, reducing unnecessary communication while preserving system-level
situational awareness.

The allocation of functions between edge and cloud is not fixed by DTERF. Instead, it
depends on latency requirements, computational resources, communication availability,
data sensitivity, and the spatial scope of the corresponding analytical task. This separation
allows latency-sensitive monitoring to remain close to physical assets while the global Digi-
tal Twin retains the system-wide context required for coordinated anomaly interpretation,
decision support, and resilience analysis.

Following preprocessing, feature engineering transforms the synchronized data into
representative indicators that capture both electrical system dynamics and cyber—physical
operating conditions. Rather than relying solely on raw measurements, DTERF derives
higher-level features that provide richer information for machine learning models while
preserving their operational meaning.

Representative electrical features include voltage deviations, frequency fluctuations,
harmonic distortion, active and reactive power variations, load ramps, voltage stability
indicators, and statistical descriptors extracted from time-series measurements. In parallel,
cyber-related features include communication latency, abnormal packet rates, authentica-
tion failures, network traffic statistics, intrusion detection alerts, communication reliability
metrics, and network integrity indicators. Environmental variables, including solar ir-
radiance, temperature, wind conditions, and weather forecasts, are also incorporated
to contextualize renewable generation variability and distinguish expected operational
fluctuations from anomalous system behavior.

The integration of domain knowledge during feature engineering constitutes an im-
portant characteristic of DTERF. Rather than allowing machine learning algorithms to
operate exclusively on generic statistical features, the framework incorporates indicators
that reflect the physical behavior of electrical networks, renewable generation characteris-
tics, and cyber—physical interactions. This approach is intended to support operationally
meaningful analysis by ensuring that extracted features maintain a clear relationship with
real-world grid behavior.

By combining a continuously synchronized Digital Twin with context-aware prepro-
cessing and domain-informed feature engineering, DTERF provides machine learning
models with substantially richer analytical inputs than conventional anomaly detection
pipelines. The resulting contextual representation provides an information basis for dis-
tinguishing normal renewable variability from genuine anomalies, interpreting detected
events within their operational context, and supporting explainable decision support,
adaptive response, and resilience-oriented smart grid operation.
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4.3. Machine-Learning Analytics and Anomaly Detection

The Machine-Learning Analytics and Anomaly Detection layer transforms the contex-
tualized information provided by the Digital Twin into actionable indicators of abnormal
system behavior. Rather than prescribing a single algorithm, DTERF supports different
learning paradigms according to data availability, anomaly characteristics, computational
constraints, and operational requirements. Supervised models can support the recognition
of previously characterized faults or attacks, whereas unsupervised and semi-supervised
approaches can identify deviations from normal operating patterns. Deep learning and
physics-informed models can further capture temporal, spatial, topological, and physical
dependencies in complex grid environments.

The outputs of this layer include anomaly scores, predicted classes, confidence indi-
cators, affected variables or assets, and temporal or spatial patterns associated with the
detected event. Multiple analytical models may operate in parallel when complementary
perspectives are required. In this configuration, each model preserves its model-specific
output, which is associated with the same contextual state maintained by the Digital Twin.
The collaborative logic then consists of comparing these outputs according to their anomaly
indication, confidence, affected assets, and temporal or spatial consistency. Agreement
among complementary models can strengthen the evidence associated with a detected
event, whereas conflicting outputs are retained as uncertainty and forwarded for contextual
interpretation rather than being automatically resolved.

DTEREF does not prescribe a fixed fusion algorithm because the appropriate aggrega-
tion mechanism depends on the models, output types, and operational requirements of each
deployment. When aggregation is appropriate, implementations may use decision-level
mechanisms such as confidence-weighted combination, voting, or rule-based consensus.
Alternatively, heterogeneous model outputs can remain separate and be jointly contextu-
alized by the Explainable Decision Support layer against the current Digital Twin state.
This approach allows supervised, unsupervised, deep-learning, and physics-informed
models to contribute complementary analytical evidence without assuming that their out-
puts are directly interchangeable, while preserving the technology-agnostic character of
the framework.

Because the machine-learning pipeline may itself become a target of cyberattacks,
DTEREF incorporates model-security responsibilities across the analytical lifecycle. At the
data-input stage, provenance verification, integrity checks, access control, and consistency
validation can be applied before observations are incorporated into model training or
inference. These mechanisms are intended to reduce the risk of corrupted measurements,
unauthorized data modification, and data-poisoning attacks affecting the analytical process.

At the model level, DTERF considers controlled model versioning, integrity verifica-
tion, authenticated model deployment, and monitoring for unexpected changes in model
behavior. During inference, anomalous or low-confidence inputs can be cross-checked
against the physical and operational context maintained by the Digital Twin before their
outputs are used for operational decision support. Similarly, model retraining within the
Continuous Learning mechanism should only use validated observations and confirmed
operational outcomes rather than automatically incorporating every newly observed event.

These controls do not constitute a specific cybersecurity implementation; instead,
they define security responsibilities that should accompany the machine-learning lifecycle
within DTERE. Their objective is to preserve data provenance, model integrity, and an-
alytical trustworthiness while reducing exposure to adversarial inputs, data poisoning,
unauthorized model manipulation, and contamination of the continuous-learning process.

https:/ /doi.org/10.3390/su18178724


https://doi.org/10.3390/su18178724

Sustainability 2026, 18, 8724

21 of 31

4.4. Explainable Decision Support

The Explainable Decision Support layer connects anomaly detection with operational
decision-making. Its primary responsibility is to transform model outputs into information
that can be interpreted and acted upon by grid operators. Detected anomalies are evaluated
together with the contextual information maintained by the Digital Twin, including grid
topology, asset status, operating conditions, renewable generation levels, environmental
variables, and relevant cybersecurity events.

Depending on the underlying analytical model, the Explainable Decision Support
layer can incorporate complementary XAl techniques. Feature-attribution methods such as
SHAP can quantify the contribution of individual electrical, environmental, or cybersecurity
variables to a detected anomaly, while local explanation methods such as LIME can provide
case-specific interpretations of individual predictions [29]. Model-specific mechanisms
can also be used when appropriate, including feature-importance measures for tree-based
models, reconstruction-error analysis for autoencoders, and attention or saliency-based
interpretations for deep learning architectures. Rule-based explanations can further trans-
late analytical outputs into operational conditions that are directly understandable by grid
operators [30].

Rather than exposing operators to raw model outputs, these explanations are orga-
nized into dispatcher-oriented interpretation dimensions: (i) probable anomaly type and
origin; (ii) affected assets, measurements, or network areas; (iii) variables contributing
most strongly to the detection; (iv) detection confidence and anomaly severity; (v) relevant
temporal, spatial, or cyber—physical context; (vi) potential operational consequences, in-
cluding possible propagation or cascading effects; and (vii) urgency and recommended
mitigation or verification actions. The Digital Twin provides the contextual information
required to relate these explanations to the current grid state. This layer therefore does not
replace operator judgment; rather, it provides contextualized evidence and risk-oriented
recommendations that support transparent and accountable decision-making before an
operational response is selected.

4.5. Adaptive Response and Continuous Learning

The Adaptive Response layer translates the interpreted anomaly into mitigation,
recovery, or resilience-enhancing actions. Depending on the type, severity, and operational
context of the detected event, these actions may include operator alerts, measurement
validation, DER coordination, network reconfiguration, protection actions, communication
isolation, or predictive maintenance. DTERF does not prescribe a universal autonomous
control policy; the degree of automation depends on the operational criticality, confidence
of the analytical output, and control policies of the specific deployment environment.

Following the response, operational outcomes are returned to the Digital Twin through
the Continuous Learning mechanism. This feedback includes the observed system response,
effectiveness of the selected action, subsequent system state, and eventual confirmation
or rejection of the original anomaly assessment. Such information updates the contextual
memory of the Digital Twin and, once its integrity and operational validity have been
verified, can support model retraining, threshold adjustment, or refinement of decision rules
when appropriate. This validation step prevents the Continuous Learning mechanism from
automatically incorporating unverified observations or potentially manipulated feedback
into subsequent model updates.

5. Illustrative Application Scenarios

The Digital-Twin-Enabled Resilience Framework (DTERF) is intended as a conceptual
operational architecture rather than as a framework designed for a single anomaly detection
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task. Consequently, its applicability extends across multiple cyber—physical scenarios that
characterize modern renewable-rich smart grids. To illustrate its potential operational
use, this section presents representative application scenarios frequently discussed in the
literature. These examples are not intended as experimental validation of DTERF; instead,
they illustrate how the proposed architecture integrates heterogeneous data, machine
learning analytics, Digital Twin technology, explainable decision support, and resilience-
oriented response mechanisms to address different classes of anomalies.

Collectively, the scenarios illustrate the versatility of the framework in supporting
cybersecurity, operational reliability, asset management, and cyber—physical resilience
under conditions of high solar PV penetration.

5.1. Scenario 1: False Data Injection Attack Detection

False Data Injection (FDI) attacks represent one of the most critical cybersecurity
threats affecting modern smart grids. By manipulating measurements collected from
sensors, smart meters, or supervisory control systems, attackers attempt to corrupt state
estimation processes, mislead operational decisions, and potentially trigger inappropriate
control actions without immediately revealing the attack.

Within DTERF, measurements obtained from AMI, SCADA systems, PMUs, and cy-
bersecurity monitoring platforms are continuously synchronized within the Digital Twin,
enabling machine learning models to analyze measurement consistency in the context of
the current operating state of the grid. Algorithms such as Autoencoders, Isolation Forests,
Support Vector Machines, and Long Short-Term Memory (LSTM) networks can identify
abnormal temporal and statistical patterns that deviate from expected operational behavior.

Rather than relying solely on anomaly scores, the Digital Twin provides contextual
information regarding affected assets, network topology, renewable generation conditions,
and communication events. The Explainable Decision Support layer subsequently eval-
uates the severity and probable origin of the anomaly, allowing operators to distinguish
between measurement errors, equipment malfunctions, and malicious cyberattacks. Based
on this assessment, mitigation strategies—including measurement validation, communica-
tion isolation, state estimation verification, or operator alerts—can be initiated before the
integrity of grid operation is compromised.

This scenario illustrates how DTERF can support cyber resilience by connecting
anomaly detection with contextual interpretation and coordinated operational response.

5.2. Scenario 2: Renewable-Induced Operational Instability

The rapid integration of solar photovoltaic (PV) generation introduces significant
operational variability due to fluctuating irradiance, cloud transients, inverter dynamics,
and reduced system inertia. These factors can produce voltage deviations, frequency fluctu-
ations, reverse power flows, and reactive power imbalances that are difficult to distinguish
from abnormal operating conditions using conventional monitoring approaches.

Within DTEREF, the Digital Twin continuously integrates electrical measurements
with environmental information such as solar irradiance, temperature, weather forecasts,
and distributed energy resource operating conditions. Machine learning models—including
Convolutional Neural Networks (CNNs), LSTM networks, and Graph Neural Networks
(GNNs)—analyze temporal, spatial, and topological relationships to differentiate expected
renewable variability from genuinely anomalous system behavior.

When abnormal operating conditions are detected, the Explainable Decision Support
layer evaluates their probable causes and potential operational impact. Depending on
the severity of the event, the Adaptive Response layer may recommend corrective actions
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such as reactive power compensation, inverter parameter adjustment, demand response
activation, battery energy storage coordination, or network reconfiguration.

Within this conceptual scenario, incorporating environmental context into anomaly
detection is intended to improve the distinction between expected renewable variability
and genuinely anomalous behavior, thereby providing an architectural basis for reducing
false alarms. However, the extent of such improvement requires quantitative validation
under representative stochastic PV fluctuation scenarios.

5.3. Scenario 3: Predictive Equipment Monitoring

Asset degradation remains one of the principal contributors to operational failures in
modern power systems. Critical infrastructure—including transformers, circuit breakers,
protection devices, power electronic converters, and inverter-based resources—typically
exhibits measurable changes in operational behavior long before complete failure occurs.

Within DTEREF, historical operating records and real-time sensor measurements are con-
tinuously incorporated into the Digital Twin, allowing machine learning models to identify
gradual degradation trends that may not be observable through traditional threshold-
based monitoring. Algorithms such as Isolation Forests, Random Forests, Autoencoders,
and other anomaly detection models evaluate multidimensional asset behavior to identify
deviations associated with incipient failures.

Unlike conventional condition monitoring systems, DTERF relates detected anoma-
lies to the operational context of each asset, considering loading conditions, renewable
generation levels, environmental variables, and historical maintenance information. The Ex-
plainable Decision Support layer subsequently estimates the potential operational impact
of the detected degradation and recommends appropriate maintenance actions.

Within this conceptual scenario, such predictive maintenance capabilities could sup-
port utilities in optimizing maintenance scheduling, reducing unexpected equipment
failures, extending asset lifetime, and improving overall grid reliability while minimizing
unnecessary maintenance interventions.

The previous scenarios primarily illustrate independent cyber, operational, and asset-
related anomalies. However, future renewable-rich smart grids are expected to experience
increasingly complex disturbances involving simultaneous interactions between physical
processes and cyber infrastructures. Such events motivate the need for integrated cyber—
physical anomaly detection strategies.

5.4. Scenario 4: Coordinated Cyber—Physical Anomaly Detection in High-PV
Distribution Networks

Future smart grids will increasingly face coordinated cyber—physical disturbances in
which cyberattacks occur simultaneously with legitimate operational variability introduced
by renewable generation. Under these conditions, distinguishing malicious behavior
from normal fluctuations becomes considerably more challenging than detecting either
phenomenon independently.

Within DTERE, heterogeneous information originating from PMUs, SCADA systems,
AMI, distributed energy resources, weather services, and cybersecurity monitoring plat-
forms is continuously synchronized within the Digital Twin. Machine learning models capa-
ble of capturing temporal, spatial, and topological dependencies—including Graph Neural
Networks (GNNs), LSTM networks, and physics-informed learning approaches—evaluate
the consistency between observed measurements and the expected operating state of
the grid.

Consider, for example, a coordinated False Data Injection attack targeting photovoltaic
monitoring devices during a period of rapidly changing solar irradiance. Conventional
monitoring systems may interpret manipulated measurements as normal renewable vari-
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ability, delaying the identification of the attack. In contrast, DTERF correlates electrical
measurements, communication network behavior, environmental conditions, and historical
operating patterns through the Digital Twin. This contextual analysis provides a basis for
identifying inconsistencies that may be difficult to recognize when individual data sources
are analyzed independently.

Once the anomaly has been identified, the Explainable Decision Support layer es-
timates its severity, identifies the affected assets, evaluates possible cascading effects,
and recommends appropriate mitigation strategies. Depending on the operational context,
these actions may include validating suspicious measurements using redundant sensors,
isolating compromised communication channels, modifying inverter control strategies, re-
configuring distribution feeders, or activating additional protection mechanisms to preserve
system stability.

This scenario illustrates the principal contribution of DTERF: the conceptual inte-
gration of machine learning, Digital Twin technology, explainable artificial intelligence,
and resilience-oriented operational intelligence within a unified architecture designed
to support the management of complex cyber—physical disturbances in renewable-rich
smart grids.

Overall, these illustrative scenarios show how DTERF is conceptually applicable across
a broad spectrum of operational situations involving cybersecurity, renewable integration,
predictive maintenance, and coordinated cyber-physical anomaly detection. More importantly,
they illustrate how the framework extends beyond anomaly identification by integrating
contextual system representation, explainable decision support, adaptive operational response,
and continuous learning within a single resilience-oriented architecture. These scenarios
therefore serve as conceptual walkthroughs of the proposed architecture and should not be
interpreted as evidence of empirical performance or comparative superiority.

6. Discussion and Implementation Challenges

The literature reviewed throughout this study demonstrates that machine learning has
become a key enabling technology for anomaly detection in modern cyber-physical smart
grids. As electrical networks evolve toward highly distributed, renewable-rich infrastruc-
tures, conventional monitoring techniques based on fixed thresholds, deterministic rules,
or simplified physical models are increasingly challenged by the growing operational com-
plexity of these systems. Machine learning addresses many of these limitations by enabling
adaptive pattern recognition, continuous learning, and the analysis of heterogeneous data
generated across the cyber and physical layers of the grid.

However, the analysis also indicates that advances in anomaly detection algorithms
alone are insufficient to address the operational requirements of future smart grids. Most
existing research concentrates on improving predictive performance through increasingly
sophisticated analytical models, while comparatively less attention has been devoted
to the architectural integration of machine learning within operational environments.
Consequently, the practical value of anomaly detection depends not only on the accuracy
of individual algorithms but also on their ability to interact with monitoring systems,
decision-support platforms, Digital Twins, and resilience-oriented control mechanisms.

The comparative assessment performed in this review highlights that each machine
learning paradigm offers complementary advantages. Supervised learning methods gener-
ally achieve high classification accuracy when representative labeled datasets are available,
making them well suited for detecting known faults and previously observed cyberattacks.
Nevertheless, their dependence on labeled data significantly limits their applicability in
operational environments where anomalous events are rare and continuously evolving.
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Unsupervised learning approaches, including Isolation Forests and Autoencoders,
partially overcome this limitation by identifying deviations from learned normal operating
behavior without requiring anomaly labels. These methods are particularly attractive
for renewable-rich smart grids, where novel operational conditions and previously un-
seen disturbances emerge frequently. Nevertheless, because detected anomalies are often
represented through abstract anomaly scores or reconstruction errors, their operational
interpretation may remain challenging without complementary contextual information.

Deep learning architectures—including Long Short-Term Memory (LSTM) networks,
Convolutional Neural Networks (CNNs), and Graph Neural Networks (GNNs)—have
demonstrated remarkable capability for capturing the temporal, spatial, and topological
characteristics of modern power systems. Their ability to learn hierarchical feature repre-
sentations enables the identification of subtle cyber—physical anomalies that may not be
detectable using conventional machine learning techniques. However, these improvements
are typically accompanied by increased computational complexity, larger training data
requirements, longer deployment times, and reduced model transparency.

The growing interest in hybrid and physics-informed machine learning reflects an
important evolution in the field. Rather than relying exclusively on statistical learning,
these approaches combine data-driven intelligence with domain-specific knowledge de-
scribing electrical system behavior. Such integration can improve model robustness, help
reduce false alarms, preserve physical consistency, and facilitate operational interpreta-
tion. As renewable penetration continues to increase, these characteristics are expected to
become increasingly important for supporting reliable decision-making under uncertain
operating conditions.

One of the principal observations emerging from this review is that no single machine
learning technique consistently outperforms all others across every anomaly detection
scenario. The suitability of a particular approach depends on multiple factors, includ-
ing data availability, anomaly characteristics, grid topology, computational resources,
latency requirements, and operational objectives. Consequently, future anomaly detection
systems will likely evolve toward hybrid analytical architectures capable of combining
complementary learning paradigms within integrated operational frameworks such as the
Digital-Twin-Enabled Resilience Framework proposed in this study.

Beyond analytical performance, the literature also indicates an important conceptual
transition in smart grid operation. Future power systems are expected not only to detect
anomalies but also to understand their operational context, estimate their potential conse-
quences, recommend appropriate mitigation strategies, and continuously improve their
analytical capabilities through operational feedback. In this context, machine learning
becomes one component of a broader resilience-oriented decision-making process rather
than an isolated prediction engine. DTEREF reflects this emerging perspective by integrating
Digital Twin technology, machine learning, explainable artificial intelligence, adaptive
response, and continuous learning within a unified operational architecture.

Despite these advances, several implementation challenges continue to limit the large-
scale adoption of machine-learning-enabled anomaly detection systems.

A fundamental limitation concerns the availability of representative datasets. Many
publicly available benchmark datasets are generated through simulation or laboratory
environments and therefore cannot fully capture the diversity, uncertainty, and operational
complexity of real electrical networks. Moreover, high-impact anomalies occur infrequently
during normal grid operation, resulting in highly imbalanced datasets that complicate
both model training and objective performance evaluation. Improving data availability
through standardized datasets, secure data sharing, and realistic Digital Twin environments
represents an important direction for future research.
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Computational scalability constitutes another important challenge. Modern smart
grids generate massive volumes of heterogeneous information from PMUs, SCADA sys-
tems, Advanced Metering Infrastructure (AMI), distributed energy resources, intelligent
electronic devices, and cybersecurity monitoring platforms. Processing these data streams
in real time while maintaining low latency and high detection accuracy requires scal-
able computational infrastructures capable of supporting distributed analytics, edge
computing, and cloud-based processing. Although these technologies continue to ma-
ture, their deployment remains associated with significant infrastructure investment and
operational complexity.

Model interpretability also remains a major concern. While advanced deep learning
architectures frequently provide superior predictive performance, their black-box nature
limits operator confidence and complicates decision-making in safety-critical environments.
Explainable Artificial Intelligence (XAI) has emerged as a promising mechanism for improv-
ing transparency by identifying the factors influencing model predictions and facilitating
root-cause analysis. Nevertheless, integrating explainability into operational smart grid
environments remains an active research area, particularly when explanations must be
generated in real time without compromising analytical performance.

Cybersecurity introduces an additional dimension of complexity because machine
learning models themselves may become targets of adversarial attacks, data poisoning,
model inversion, or manipulation attempts intended to degrade anomaly detection perfor-
mance. Consequently, future resilience-oriented architectures must protect not only the
physical power system but also the analytical models responsible for supporting opera-
tional decisions. This observation reinforces the importance of integrating cybersecurity
considerations throughout the complete analytical pipeline rather than treating them as
independent system components.

Finally, interoperability with existing utility infrastructures continues to represent a
practical deployment challenge. Many transmission and distribution operators continue to
rely on legacy SCADA platforms, heterogeneous communication protocols, and equipment
that was not originally designed to support advanced machine learning or Digital Twin
technologies. Consequently, successful implementation will require modular architec-
tures capable of incremental deployment while maintaining compatibility with existing
operational systems and industry standards.

Overall, the findings of this review suggest that the future of anomaly detection in
cyber—physical smart grids will depend less on the development of individual machine
learning algorithms and more on the integration of complementary technologies into coher-
ent operational architectures. Advances in Digital Twin technology, explainable artificial in-
telligence, physics-informed learning, distributed analytics, cybersecurity, and autonomous
grid control are expected to play a central role in this evolution. Within this context, the pro-
posed Digital-Twin-Enabled Resilience Framework provides a conceptual foundation that
integrates these complementary capabilities to support intelligent, explainable, adaptive,
and resilience-oriented operation of renewable-rich smart grids.

More specifically, the implementation challenges identified in this review can be di-
rectly related to architectural responses within DTERF. Data heterogeneity and quality are
addressed through the Cyber—Physical Data Layer and the preprocessing and synchroniza-
tion functions of the Digital Twin and Data Processing Layer. Scalability and real-time
processing are supported through the distributed edge—cloud model, which separates
latency-sensitive local processing from computationally intensive system-level analytics.
Limited model interpretability is addressed through the Explainable Decision Support layer,
which transforms analytical outputs into contextualized, operator-oriented explanations.
Cybersecurity and model robustness are addressed through data provenance and integrity
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controls, model-security responsibilities, contextual cross-checking against the Digital Twin,
and validation of information used for continuous learning. The challenge of connecting
anomaly detection with operational action is addressed through the Adaptive Response
and Self-Healing mechanisms, which link detection and interpretation with mitigation,
recovery verification, and feedback. Finally, interoperability with heterogeneous and legacy
infrastructures is supported by the modular and technology-agnostic design of DTERF,
which defines functional interfaces and responsibilities without prescribing a specific im-
plementation platform. These architectural responses do not eliminate the corresponding
implementation challenges; rather, they specify how DTERF organizes the capabilities
required to address them within a coherent resilience-oriented architecture.

Current Limitations and Future Validation

DTEREF is currently proposed and evaluated as a conceptual reference architecture,
and several limitations should therefore be acknowledged. First, the framework has not yet
been implemented or evaluated using real grid datasets, standardized distribution test sys-
tems, or Digital Twin simulation environments. Consequently, the present study does not
provide empirical evidence regarding detection accuracy, false-alarm rates, computational
latency, scalability under different grid sizes, or comparative performance against existing
monitoring architectures. The conceptual evaluation presented in Section 3.4 is limited to
functional coverage, requirements traceability, and internal architectural consistency.

Second, DTEREF intentionally defines functional responsibilities and information
flows without prescribing specific machine-learning algorithms, Digital Twin platforms,
communication protocols, or deployment configurations. This technology-agnostic de-
sign increases the adaptability of the framework but leaves implementation-dependent
aspects—including model selection, synchronization frequency, computational resource
allocation, communication latency, and response thresholds—to be determined for each
operational environment.

Third, the adaptive response, continuous learning, and self-healing mechanisms repre-
sent architectural capabilities rather than experimentally validated autonomous control
functions. Their deployment in operational power systems would require explicit safety
constraints, operator supervision policies, cybersecurity safeguards, and validation of
response actions before automated interventions are permitted.

Future validation should therefore proceed incrementally from architecture to im-
plementation. An initial stage should instantiate DTERF in a Digital Twin simulation
environment using representative high-PV distribution test systems and anomaly scenarios
covering cyber, physical, and cyber-physical disturbances. Subsequent evaluation should
quantify detection performance, false-alarm behavior under renewable variability, computa-
tional and communication latency, scalability, and recovery effectiveness. Finally, validation
using real or utility-derived operational data would be required to assess the practical
applicability of the framework under realistic grid conditions. These stages would provide
the empirical evidence necessary to complement the conceptual evaluation conducted in
this study.

7. Conclusions and Future Research Directions

This study reviewed recent advances in machine-learning-based anomaly detection for
cyber—physical smart grids and proposed the Digital-Twin-Enabled Resilience Framework
(DTERF) as a conceptual architecture for supporting resilient, explainable, and sustain-
able smart grid operation under high solar photovoltaic (PV) penetration. Rather than
focusing on a specific anomaly detection algorithm, the study adopted an architectural
perspective that integrates Digital Twin technology, machine learning, explainable artifi-
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cial intelligence, adaptive operational response, and continuous learning within a unified
resilience-oriented framework.

The literature review confirms that machine learning has become a fundamental
enabling technology for anomaly detection in modern power systems. Supervised, unsu-
pervised, semi-supervised, and deep learning approaches each contribute complementary
capabilities, with their suitability depending on data availability, operational objectives,
computational constraints, and the characteristics of the anomalies being monitored. In par-
ticular, deep learning architectures such as Long Short-Term Memory (LSTM) networks,
Convolutional Neural Networks (CNNs), and Graph Neural Networks (GNNSs) have
demonstrated considerable potential for modeling the temporal, spatial, and topological
complexity of renewable-rich cyber—physical power systems. At the same time, hybrid
and physics-informed learning approaches have emerged as promising alternatives for
improving robustness, physical consistency, and model interpretability.

A central finding of this review is that future advances in smart grid anomaly detection
will depend not only on improving the predictive performance of individual machine learning
algorithms but also on integrating complementary technologies into coherent operational
architectures. Existing research has largely evolved through independent developments in
anomaly detection, Digital Twin technology, explainable artificial intelligence, cybersecurity,
resilience engineering, and renewable energy integration. Although each of these research
areas has achieved significant progress, relatively few studies have explored how they can be
systematically combined to support intelligent and adaptive grid operation.

The Digital-Twin-Enabled Resilience Framework proposed in this study addresses this
gap by providing a conceptual reference architecture that integrates heterogeneous cyber—
physical data acquisition, contextual system representation, domain-informed feature
engineering, machine learning analytics, explainable decision support, adaptive opera-
tional response, and continuous learning within a closed-loop resilience cycle. Unlike
conventional anomaly detection pipelines that terminate after identifying abnormal condi-
tions, DTERF positions anomaly detection as one stage of a broader operational process in
which detected events continuously contribute to improving system awareness, operational
decision-making, and long-term resilience.

The conceptual evaluation conducted through requirements-to-architecture traceabil-
ity indicates that DTERF provides explicit architectural mechanisms for the principal tech-
nical and operational requirements identified in the literature. Specifically, the assessment
supports the functional coverage, traceability, and internal consistency of the proposed
architecture across anomaly detection, scalability, interpretability, cybersecurity robustness,
resilience support, operational applicability, and architectural integration. These findings
concern the architectural soundness of DTERF and should not be interpreted as evidence
of detection accuracy, computational performance, real-time feasibility, or operational
superiority, which require empirical validation.

The application scenarios provide conceptual walkthroughs of how these architectural
mechanisms can interact across representative operational situations, including cyberat-
tacks, renewable-induced operational instability, predictive asset monitoring, and coor-
dinated cyber—physical disturbances. These scenarios illustrate how contextual system
representation and machine-learning analytics can be coordinated to distinguish potentially
anomalous conditions from expected operational variability while supporting explainable
and operationally meaningful decisions. They are intended to demonstrate architectural
applicability rather than quantitative performance.

Despite these opportunities, several important challenges remain before machine-
learning-enabled anomaly detection can be widely deployed in operational smart grids.
Data scarcity, highly imbalanced datasets, computational scalability, interoperability with
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legacy infrastructures, cybersecurity protection, and model interpretability continue to
represent significant barriers to large-scale implementation. Addressing these challenges
will require closer collaboration between machine learning researchers, power system
engineers, cybersecurity specialists, and utility operators to ensure that analytical advances
translate into practical operational solutions.

Future research should therefore move beyond algorithm-centric investigations to-
ward integrated cyber—physical intelligence architectures. Several research directions
appear particularly promising. First, Explainable Artificial Intelligence (XAI) should con-
tinue to evolve toward real-time, operator-oriented explanation mechanisms capable of
increasing trust in automated decisions. Second, federated learning offers opportunities
for collaborative model development across utilities while preserving data privacy and
regulatory compliance. Third, Digital Twin technologies should be expanded beyond
visualization platforms to support predictive simulation, scenario analysis, and online
operational validation of anomaly detection strategies.

Additional research is also required in edge artificial intelligence to enable low-latency
distributed analytics, physics-informed machine learning to improve physical consistency
and generalization, and robust machine learning techniques capable of resisting adversarial
attacks, data poisoning, and model manipulation. Finally, future work should include
the implementation and experimental validation of DTERF using realistic smart grid
testbeds or Digital Twin simulation environments. Such validation would enable quan-
titative assessment of the framework with respect to detection performance, scalability,
explainability, computational efficiency, and resilience under representative cyber—physical
operating conditions.

In summary, this study contributes a comprehensive synthesis of current research
together with a resilience-oriented conceptual architecture that extends the role of ma-
chine learning beyond anomaly detection alone. By integrating Digital Twin technology,
explainable artificial intelligence, adaptive response mechanisms, and continuous learning
within a unified operational framework, DTERF provides a foundation for the develop-
ment of next-generation intelligent smart grids. As renewable penetration continues to
increase and cyber—physical interactions become more complex, architectures capable of
combining advanced analytics with contextual awareness and resilience-oriented decision
support can provide an important foundation for improving the reliability, cybersecurity,
and sustainability of future electricity networks.
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Abbreviations

The following abbreviations are used in this manuscript:

Al Artificial Intelligence

AMI Advanced Metering Infrastructure
ANN Artificial Neural Network

CNN Convolutional Neural Network
CPS Cyber-Physical System

DER Distributed Energy Resource
DTERF Digital-Twin-Enabled Resilience Framework
DoS Denial of Service

DT Digital Twin

ESS Energy Storage System

FDI False Data Injection

GNN Graph Neural Network

IBR Inverter-Based Resource

IoT Internet of Things

LST™M Long Short-Term Memory

ML Machine Learning

PMU Phasor Measurement Unit

PV Photovoltaic

RF Random Forest

SCADA  Supervisory Control and Data Acquisition
SVM Support Vector Machine

XAI Explainable Artificial Intelligence

XGBoost  Extreme Gradient Boosting
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